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Portable Information Equipment having Data Evacuation Function and 
Method of Data Evacuation Thereof 

BACKGROUND OF THE INVENTION 

FIELD OF THE INVENTION 

The present invention relates to a portable information-processing device 
having data evacuation function, and a method of evacuating data of the portable 
information-processing device. 

DESCRIPTION OF THE RELATED ART 

A portable information-processing device of the prior art, if stolen, will also 
result in a loss of important data. 

To cope with the above, a portable information-processing device disclosed 
in Japanese Patent Laid-open Publication No. 2001-28782 deletes information in a 
memory within the device, if the device is detected locating outside of a 
predetermined area, e.g., beyond a region of the radio communications. However, 
the portable information-processing device also deletes the information, even 
when the user inadvertently takes it out to an area outside of the communication 
region. In addition, the important data will be lost in any event, although the 
confidentiality will be kept against theft because the data will be deleted. 

SUMMARY OF THE INVENTION 

The present invention is devised in consideration of the above example of the 
prior art. A portable information-processing device of this invention comprises a 
processor means, a first storage means, a first wireless communication means, and 



2/27 

a status detector means for detecting a situating condition of the portable 
information-processing device. The first processor means judges as to whether 
the situating condition of the portable information-processing device is normal or 
abnormal based upon an output information of the status detector means. When 
the first processor means judges that a situating condition of the portable 
information-processing device is abnormal, the first wireless communication 
means transmits data stored in the first storage means to a preappointed device. 

Further, a method of evacuating data of the portable information-processing 
device of the present invention comprises (a) a step of detecting information of a 
situating condition of the portable information-processing device, (b) a step of 
judging whether the situating condition is normal or abnormal according to the 
information of situating condition detected in the step (a), and (c) a step of 
transmitting over-the-air the data stored in the storage means of the information- 
processing device to the preappointed device, if there is judged abnormal in the 
step (b). 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a general block diagram of a portable information-processing device 
of a first exemplary embodiment of the present invention; 

Fig. 2 is a block diagram showing a configuration of the portable 
information-processing device of the first exemplary embodiment of the invention; 

Fig. 3 is a flowchart depicting a process of the portable information- 
processing device of the first exemplary embodiment of the invention; 

Fig. 4 is a block diagram showing a configuration of a wireless display 
personal computer of a second exemplary embodiment of the present invention; 

Fig. 5 is an illustration depicting a general view of the wireless display 
personal computer of the second exemplary embodiment of the invention; 

Fig. 6A and 6B are flowcharts depicting a process of the wireless display 
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personal computer of the second exemplary embodiment of the invention; 

Fig. 7 is a block diagram showing a portable information-processing device 
of a third exemplary embodiment of the present invention; and 

Fig. 8 is an illustration depicting the portable information-processing device 
of the third exemplary embodiment of the invention. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Preferred embodiments of the present invention will be described hereinafter 
in detail with reference to the accompanying drawings. 
(First Exemplary Embodiment) 

Fig. 1 is a general block diagram of a portable information-processing device 
relative to a first exemplary embodiment of the present invention. 

In Fig. 1, a processor means 101 is connected with a storage means 102, a 
wireless communication means 103, and a status detector means 104, and it 
controls these individual means. The storage means 102 stores data to be 
processed by the processor means 101, and the resultant data after the process. 
The wireless communication means 103 carries out radio communications with 
other information processing devices. The status detector means 104 detects and 
outputs a situating condition of the portable information-processing device. The 
processor means 101 makes a judgement as to whether a situating condition of the 
portable information-processing device is in normal situation or abnormal 
situation based on an output of the status detector means 104. This judgement 
leads to a determination as to whether the portable information-processing device 
is in such a situation as being stolen. 

Fig. 2 is a block diagram of the portable information-processing device of 
this first exemplary embodiment of the invention. 

The processor means 101 is comprised of a CPU 201. Both a memory 202 
and a secondary storage device 203 compose the storage means 102. The 
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memory 202 temporarily stores codes to be processed by the CPU 201 and the 
resultant data after the process. The secondary storage device 203 is comprised 
of such a device as a HDD and a flash memory, and it stores the processed data 
and the like for a long-term basis. 

A wireless communication unit 204 defining the wireless communication 
means 103 carries out radio communications with other information-processing 
devices (not shown in the figure). In this exemplary embodiment, the technique 
of IEEE 802.11, for instance, may be used for the radio communications. 

A sensor 205 and a GPS module 206 compose the status detector means 104. 
The sensor 205 comprises an acceleration sensor, a vibration sensor, and an 
inclination sensor, although they are not show in the figure. The sensor 205 
detects a change in acceleration impressed on the portable information-processing 
device itself, own vibration of the portable information-processing device, and a 
change in inclination of the portable information-processing device itself. Any 
sensors of ordinary type are useful for these sensors. The GPS module 206 
measures and determines a location of the portable information-processing device 
using a satellite. An ordinary method of the GPS (Global Positioning System) is 
useful for the GPS module 206. 

Fig. 3 is a flowchart representing process of the portable information- 
processing device relative to this first exemplary embodiment of the invention. 
This exemplary embodiment will be described hereinafter according to the flow 
chart shown in Fig. 3. 

Step 301: The portable information-processing device goes into a status 
monitoring mode for judging a situating condition of its own as to whether it is 
normal or abnormal. The status monitoring mode may be initiated by the user 
choosing a mode selection of the portable information-processing device, or the 
portable information-processing device may be in the status monitoring mode 
from the initial setup. In the status monitoring mode, the portable information- 
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processing device activates the sensor 205 and the GPS module 206, and the CPU 
201 monitors outputs of the sensor 205 and the GPS module 206. 

Step 302: The CPU 201 determines if there is an output of the sensor 205. 
When the CPU 201 detects an output of the sensor 205, process of the steps 303 
through 305 are executed. If no output is detected, there goes into the step 306. 

Steps 303 through 305: An output of the acceleration sensor, an output of 
the vibration sensor, and an output of the inclination sensor are checked at each of 
these steps. It then moves on to the next step 307. 

Step 306: A locational information output by the GPS module 206 is verified. 
If there is no change in location of the portable information-processing device, 
there goes back to the step 302, and continues monitoring the sensor 205 and the 
GPS module 206. If a location of the portable information-processing device has 
changed, it proceeds to the step 307. 

Step 307: After checking the locational information outputs by the GPS 
module 206, it proceeds to the step 308. 

Step 308: Judgement is made for the situating condition of the portable 
information-processing device as to whether it is currently normal or abnormal 
based on a check result of the outputs of the sensor 205 and the check result of the 
locational information output by the GPS module 206. In checking the 
acceleration, vibration, and change in inclination, judgments are made as to 
whether or not they exceed presumed ranges. In checking the locational 
information, judgement is made as to whether the information-processing device 
has been moved beyond a presumed area. Determination as to whether the 
situating condition of the portable information-processing device is normal or 
abnormal is made accordingly based upon results of these judgements. 

It then goes back to the step 302 if determined normal, or proceeds to the 
subsequent step 309 if determined abnormal. 

Step 309: There begins transmission, through the wireless communication 
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unit 204 to other pre-assigned devices, of important data determined based on 
additional information such as priority information and range information pre-set 
by the user among the data stored in the memory 202 and the secondary storage 
device 203. That is, the data evacuation begins. 
5 In this embodiment here, a priority level is added to an individual file as the 

priority information according to, for instance, newness of a time stamp of the file, 
if file system is used for the data management system of the portable information- 
processing device. In addition, a range information is added to, for example, a 
certain file or every file in a certain directory. 
10 Step 310: A status of the transmission is observed in this step 310. 

If the evacuation is unable to be initiated, or when the transmission is 
interrupted in the midst of the evacuation in the step 309, there proceeds to step 
312. In one instance, a condition of the radio communication is checked, and it 
proceeds to the step 312 if the destination device is found located outside of the 
15 communication range. 

Step 311: There proceeds to step 312 when the evacuation is completed, or 
goes back to the step 310 if the evacuation is still in progress. 

Step 312: The data in the memory 202 and the secondary storage device 203 
are deleted. In this instance, only the important data may be deleted instead of 
20 deleting all data in the memory 202 and the secondary storage device 203. 

There are other possible ways to constitute the radio communications 
between the portable information-processing device of this exemplary 
embodiment and the other information-processing devices used for the data 
evacuation destinations, including direct communications, communications via an 
25 access point, and communications via a wireless public network. For the 
confirmation of transmission status in the step 310, it is suitable to use a condition 
that a location of the access point is outside of the communication range in the 
case of communications via the access point, or that it is outside of a base station 
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of the wireless public network in case of communications via the wireless public 
network. Furthermore, it may be possible to make any configuration via wireless 
means or transmission cables for connections between the access point and the 
other information-processing devices in the case of using the access point, and 
connections between the other information-processing devices and the wireless 
public network when using the wireless public network. 

(Second Exemplary Embodiment) 

In a second exemplary embodiment, a portable information-processing 
device takes a configuration of wireless display PC (Personal Computer). 

Fig. 4 is a diagram showing a configuration of the portable information- 
processing device, i.e., a wireless display PC, related to the second exemplary 
embodiment of this invention. 

In Fig. 4, a data-processing device 401, which is a base unit of the wireless 
display PC, actually processes data and produces an image data as a result of the 
processing. An image display device 402 serving as a portable terminal for the 
wireless display PC receives the image data produced by the data-processing 
device 401 over-the-air, and displays it. 

A CPU 403 defining a processor means of the data-processing device 401 is 
connected with a memory 404, a secondary storage device 405, a wireless 
communication means 406, a sensor 407, and a GPS module 408, and controls 
them. The memory 404 and the secondary storage device 405 serve as storage 
means of the data-processing device 401, and temporarily store data to be 
processed by the CPU 403 and resultant data after the process. The memory 404, 
in particular, temporarily stores codes to be processed by the CPU 403 and the 
processed data. The secondary storage device 405 is comprised of such a device 
as a HDD and a flash memory, and it stores the processed data and the like for a 
long-term basis. 
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The wireless communication unit 406 defining a wireless communication 
means of the data-processing device 401 carries out radio communications with 
the image display device 402. In this exemplary embodiment, the technique of 
IEEE 802.11, for instance, may be used for the radio communications. 
5 The sensor 407 and the GPS module 408 serve as status detector means for 

detecting and outputting a situating condition of the data-processing device 401. 
The sensor 407 comprises an acceleration sensor, a vibration sensor, and an 
inclination sensor, although they are not show in the figure. The sensor 407 
detects a change in acceleration impressed on the portable information-processing 

10 device itself, vibration of the portable information-processing device itself, and a 
change in inclination of the portable information-processing device. Any sensors 
of ordinary type are useful for these various sensors. The GPS module 408 
measures and determines a location of the portable information-processing device 
using a satellite. An ordinary method of the GPS is useful for this GPS. 

15 The CPU 403 judges whether a situating condition of the data-processing 

device 401 is in a normal situation or an abnormal situation according to an output 
of the status detector means. It can be determined from the above judgement as 
to whether or not the data-processing device 401 is in a situation of, for instance, 
being stolen. 

20 A CPU 409 serves as a processor means of the image display device 402. 

The CPU 409 is connected with a memory 410, a secondary storage device 411, a 
wireless communication unit 412 ? an input unit 413, a display unit 414, and a GPS 
module 415, and controls them. The memory 410 and the secondary storage 
device 411 represent storage means of the image display device 402, and they 

25 store data to be processed as well as the resultant data processed by the CPU 409. 
The memory 410, in particular, temporarily stores codes to be processed by the 
CPU 409 and the data resulted from the process. The secondary storage device 
411 is comprised of a flash memory or the like, and it stores the processed data 
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and so on for a long-term basis. 

The wireless communication unit 412 serves as a wireless communication 
means of the image display device 402, and it carries out radio communications 
with the data-processing devices 401. The input unit 413 is comprised of a touch 
panel and buttons for use by a user to input for operation of the wireless display 
PC. 

The display unit 414 comprised of an LCD, and the like ? displays a screen 
image produced in the data-processing device 401 and transmitted over-the-air to 
the image display device 402, and a warning image and the like produced within 
the image display device 402. 

The GPS module 415 is a location survey means for the image display device 
side, and it detects a location of the image display device 402. 

Fig. 5 is an illustration depicting a general view of the wireless display PC 
representing a portable information-processing device of the second exemplary 
embodiment of this invention. 

As shown in Fig. 5, the image display device 402 representing the portable 
terminal in this exemplary embodiment has the display unit 414, operating buttons 
504 to be manipulated by the user, and a touch panel 505, disposed to its front 
surface as viewed outwardly. The operating buttons 504 and the touch panel 505 
compose the input unit 413. 

Fig. 6A and 6B are flowcharts showing a process of the portable information- 
processing device, i.e., the wireless display PC, of this second exemplary 
embodiment of the invention. Referring now to the flowchart shown in Fig. 6A 
and 6B, this exemplary embodiment will be described hereinafter. 

Step 601: The data-processing device 401 of the wireless display PC goes 
into a status monitoring mode for judging a situating condition of it as to whether 
it is normal or abnormal. 

The status monitoring mode may be initiated by the user choosing a mode 
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selection by manipulating the touch panel 505 or the operating buttons 504, or the 
data-processing device 401 may be in the status monitoring mode from the initial 
setup. In the status monitoring mode, the data-processing device 401 activates 
the sensor 407 and the GPS module 408, and the CPU 403 monitors outputs of the 
5 sensor 407 and the GPS module 408. 

Step 602: The CPU 403 determines if there is an output of the sensor 407. 
When the CPU 403 detects an output of the sensor 407, process of the steps 603 
through 605 are executed. If no output is detected, there goes into the step 606. 
Step 603 through 605: An output of the acceleration sensor, an output of the 
n 10 vibration sensor, and an output of the inclination sensor are checked at each of the 
Jj steps. It then moves into the next step 607. 

t Tj Step 606: A locational information output by the GPS module 408 is verified. 

H If there is no change in location of the data-processing device 401, there goes back 

w to the step 602, and continues monitoring the sensor 407 and the GPS module 408. 

|; 15 If a location of the data-processing device 401 has changed, it then proceeds to the 
step 607 and checks for the change of the locational information. 

D Step 607: First, the data-processing device 401 transmits to the image 

display device 402 via the wireless communication unit 406 a command dictating 
transmission of a transition in location of the image display device 402. The 
20 image display device 402, upon reception of the command in the wireless 
communication unit 412, transmits to the data-processing device 401 via the 
wireless communication unit 412 the transition information of its own location 
covering a predetermined period of time acquired from the GPS module 415 and 
stored cumulatively in the memory 410 or the secondary storage device 411. The 
25 data-processing device 401, when it receives the transition information on location 
of the image display device 402, verifies changes in location of both the data- 
processing device 401 and the image display device 402, and a change in 
positional relation between the data-processing device 401 and the image display 
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device 402* 

In this embodiment here, although what has been adopted is the method in 
which the image display device 402 sends the transition information on its 
location in return to the command, the following method is also suitable. That is, 
5 the image display device 402 keeps transmitting locational information of its own 
to the data-processing device 401 at regular intervals* The data-processing 
device 401 stores the received locational information cumulatively in the memory 
404 or the secondary storage device 405. It then verifies changes in the location 
as well as a change in the positional relation based on the accumulated 
W 10 information. 

*g Step 608: Judgement is made for the situating condition of the data- 

W processing device 401 as to whether it is currently normal or abnormal based on 

U the check result of the output of the sensor 407 and the check result of the 

locational information output by the GPS module 408. In checking the 
n 15 acceleration, vibration, and change in inclination, judgments are made as to 
J whether or not they exceed presumed ranges. In checking the change in 

1 locational information, judgement is made as to whether there has been any move 

beyond a presumed area. 

It then proceeds to step 609 et seq. if judged abnormal based on these 
20 judgements. Or, it goes back to the step 602 if judged normal, and continues the 
monitoring with the sensor 407 and the GPS module 408. 

Step 609: The data-processing device 401 sends a warning to the image 
display device 402 via the wireless communication unit 406, notifying that there is 
an abnormality with it. The image display device 402, upon reception of the 
25 warning via the wireless communication unit 412, displays the warning in the 
display unit 414. 

Having seen the warning in display, the user is able to use the input unit 413 
(the touch panel 505 or the operating buttons 504) on the image display device 
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402 to input instructions for evacuation of the important data as well as deletion of 
the important data. These instructions are transferred to the data-processing 
device 401 via the wireless communication unit 412. 

Step 610: The data-processing device 401 proceeds to step 611 if it receives 
the instructions for evacuation. It proceeds to step 614 if it does not receive any 
instruction for evacuation. 

Besides, if there is a presetting for an automatic data evacuation, it proceeds 
unconditionally to the step 611. 

Step 611: There begins evacuation through the wireless communication unit 
406 to the image display device 402, of the important data determined based on 
additional information such as priority information and range information pre-set 
by the user among the data stored in the memory 404 and the secondary storage 
device 405. 

In this embodiment here, a priority level is added to an individual file as the 
priority information according to, for instance, newness of a time stamp of the file, 
if file system is used for the data management system of the data-processing 
device 401. In addition, a range information is added to, for example, a certain 
file or every file in a certain directory. 

Step 612: A status of the transmission is observed in this step 612. 

If the evacuation is unable to be initiated, or when the transmission is 
interrupted in the midst of the evacuation in the step 611, there proceeds to step 
614. In an instance, wherein a condition of the radio communication is checked 
and if the image display device 402, i.e. the destination device, is located outside 
of the communication range, there proceeds to the step 614. 

Step 613: There proceeds to the step 614 when the evacuation is completed, 
or goes back to the step 612 if the evacuation is still in progress. 

Steps 614 and 615: In the step 614, a confirmation is made as to whether or 
not the instructions for deletion of the important data has arrived from the image 
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display device 402. When the data-processing device 401 receives the 
instructions for deletion of the important data via the wireless communication unit 
406, it proceeds to the step 615 to execute deletion of the important data. 

In addition, it also proceeds to the step 615 in the same manner even if it does 
5 not receive the instructions for deletion, if it is programmed with a setting for 
deletion of the data automatically. 

There are other possible ways to constitute the radio communications 
between the data-processing device 401 and the image display device 402 used for 
the data evacuation destination in this exemplary embodiment, including direct 
10 communications, communications via an access point, and communications via a 
W wireless public network. For the confirmation of transmission status in the step 

*p 612, it is appropriate to use a condition that a location of the access point is 
Q outside of the communication range in the case of communications via the access 

Q point, or that it is outside of a base station of the wireless public network in case of 
q 15 communications via the wireless public network. 

^ (Third Exemplary Embodiment) 

r ~ In a third exemplary embodiment, a portable information-processing device 

comprises a small base unit of personal computer and a remote controller. 
20 Fig. 7 is a diagram showing a configuration of the portable information- 

processing device relative to the third exemplary embodiment of this invention. 

In Fig. 7, a base unit device 701 (hereinafter referred to as PC base unit) 
actually processes data and transmits the processed outcome as a resultant ID to a 
portable control device 702 (hereafter referred to as remote controller). The 
25 remote controller 702 receives the resultant ID transmitted over-the-air by the PC 
base unit 701, and displays a message image corresponding to it. A CPU 703 
defines a processor means of the PC base unit 701. The CPU 703 is connected 
with a memory 704, a secondary storage device 705, wireless communication 
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units 706 and 707, a sensor 708, and a GPS module 709, and it controls them. 
The memory 704 and the secondary storage device 705 define storage means of 
the PC base unit 701, and they store data to be processed by the CPU 703 and the 
resultant data after the processing. The memory 704, in particular, temporarily 
stores codes to be processed by the CPU 703 and the processed data. The 
secondary storage device 705 is comprised of such a device as a HDD and a flash 
memory, and it stores the processed data and the like for a long-term basis. A 
wireless communication unit 706 and another wireless communication unit 707 
define wireless communication means of the PC base unit 701. The wireless 
communication unit 706 carries out radio communications with the remote 
controller 702. In this exemplary embodiment, the techniques of Bluetooth and 
IEEE 802.11 may be used for the radio communications between the PC base unit 
701 and the remote controller 702. In addition, the wireless communication unit 
707 carries out radio communications with other information-processing devices 
either directly or through wireless public network. In this exemplary 
embodiment, the technique of IEEE 802.11, for instance, may be used for the 
direct radio communications. 

In this exemplary embodiment, the remote controller 702 may be substituted 
with a cellular phone or a PHS terminal (personal handy phone). 

The sensor 708 and the GPS module 709 serve status detector means for 
detecting and outputting a situating condition of the PC base unit 701. The 
sensor 708 comprises an acceleration sensor, a vibration sensor, and an inclination 
sensor, although they are not show in the figure. The sensor 708 detects a change 
in acceleration impressed on the PC base unit 701 itself, vibration of the PC base 
unit 701 in itself, and a change in inclination of the PC base unit 701 itself. Any 
sensors of ordinary type are useful for these various sensors in this exemplary 
embodiment. The GPS module 709 measures and determines a location of the 
PC base unit 701 using a satellite. 
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The CPU 703 judges whether a situating condition of the PC base unit 701 is 
in a normal situation or an abnormal situation according to an output of the status 
detector means. It can be determined from the above judgement as to whether or 
not the PC base unit 701 is in a situation of, for instance, being stolen. 

A CPU 710 serves as a processor means of the remote controller 702. The 
CPU 710 is connected with a memory 711, a wireless communication unit 712, an 
input unit 713, a display unit 714, and a GPS module 715, and controls them. 
The memory 711 represents a storage means of the remote controller 702, and it 
temporarily stores codes and data to be processed by the CPU 710 as well as the 
resultant data after the process. The wireless communication unit 711 serves as a 
wireless communication means of the remote controller 702, and it carries out 
radio communications with the PC base unit 701. The input unit 713 is 
comprised of buttons arranged on the remote controller 702 for use by a user to 
input for operation of the remote controller 702. The display unit 714 comprised 
of an LCD displays a message image corresponding to a resultant ID received in it. 
This resultant ID is produced in the PC base unit 701 and transmitted over-the-air 
to the remote controller 702. The GPS module 715 is a location survey means 
for the remote controller side, and it detects a location of the remote controller 
702. 

Fig. 8 is an illustration depicting an exterior view of the portable 
information-processing device of the third exemplary embodiment of this 
invention. 

As shown in Fig. 8, an LCD panel 803 representing the display unit 714 and 
buttons of the input unit 713 are arranged on a front surface of the remote 
controller 702. 

A flow of processes in this third exemplary embodiment is basically similar 
to that of the second exemplary embodiment, and it is shown in Fig. 6 A and 6B. 
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This exemplary embodiment will now be described hereinbelow with reference to 
Fig. 6 A and 6B. 

Step 601: The PC base unit 701 goes into a status monitoring mode for 
judging a situating condition of it as to whether it is normal or abnormal 
5 The status monitoring mode may be initiated by the user choosing a mode 

selection by manipulating the operating buttons in the input unit 713 on the remote 
controller 702, or the PC base unit 701 may be in the status monitoring mode from 
the initial setup. In the status monitoring mode, the PC base unit 701 activates 
the sensor 708 and the GPS module 709, and the CPU 703 monitors outputs of the 
10 sensor 708 and the GPS module 709. 
m Step 602: The CPU 703 determines if there is an output of the sensor 708. 

,p When the CPU 703 detects an output of the sensor 708, process of the steps 603 
O through 605 are executed. If no output is detected, there goes into the step 606. 
O Step 603 through 605: An output of the acceleration sensor, an output of the 

rj 15 vibration sensor, and an output of the inclination sensor are checked at each of the 

steps. It then moves into the next step 607. 
r 1 Step 606: A locational information output by the GPS module 709 is verified. 

r " If there is no change in location of the PC base unit 701, there goes back to the 
step 602, and continues monitoring the sensor 708 and the GPS module 709. If a 
20 location of the PC base unit 701 has changed, it then proceeds to the step 607. 

Step 607: First, the PC base unit 701 transmits to the remote controller 702 
via the wireless communication unit 706 a command dictating transmission of a 
transition in location of the remote controller 702. The remote controller 702, 
upon reception of the command in the wireless communication unit 712, transmits 
25 to the PC 701 via the wireless communication unit 712 the transition information 
of its own location covering a predetermined period of time acquired from the 
GPS module 715 and stored cumulatively in the memory 711. The PC base unit 
701, when it receives the transition information on location of the remote 
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controller 702, verifies changes in location of both the PC base unit 701 and the 
remote controller 702, and a change in positional relation between the PC base 
unit 701 and the remote controller 702. 

In this embodiment here, although what has been adopted is the method in 
5 which the remote controller 702 sends the transition information on its location in 
return to the command, the following method is also suitable. That is, the remote 
controller 702 keeps transmitting locational information of its own to the PC base 
unit 701 at regular intervals. The PC base unit 701 stores the received locational 
information cumulatively in the memory 704 or the secondary storage device 705. 
10 It then verifies changes in the location as well as a change in the positional 
^3 relation based on the accumulated information. 

45 Step 608: Judgement is made for the situating condition of the PC base unit 

CI 701 as to whether it is currently normal or abnormal based on the check result of 
O the output of the sensor 708 and a change in the locational information verified in 

£3 15 the step 607. In checking the acceleration, vibration, and change in inclination, 
judgments are made as to whether or not they exceed presumed ranges. In 

'\.t 

p checking the change in locational information, determinations are made as to 
whether (i) the PC base unit 701 has been moved beyond a presumed area, (ii) the 
PC base unit 701 has been moved irrelevant to a movement of the remote 
20 controller 702, and if they result in a such movement as to separate apart beyond a 
presumed distance between the PC base unit 701 and the remote controller 702. 

It then proceeds to processes of step 609 et seq. if they are judged as being 
in an abnormal situation based on these determinations. Or, it goes back to the 
step 602 if judged as being in a normal situation, and continues the monitoring 
25 with the sensor 708 and the GPS module 709. 

Step 609: The PC base unit 701 sends a warning to the remote controller 702 
via the wireless communication unit 706, notifying that it is in the abnormal 
situation. The remote controller 702, upon reception of the warning via the 
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wireless communication unit 712, displays the warning in the display unit 714. 

Having seen the warning in display, the user is able to use the operating 
buttons of the input unit 713 on the remote controller 701 to input instructions for 
evacuation of the important data as well as deletion of the important data. These 
instructions are transferred to the PC base unit 701 via the wireless 
communication unit 712. 

Step 610: The PC base unit 701 proceeds to step 611 if it receives the 
instructions for evacuation via the wireless communication unit 706. It proceeds 
to step 614 if it does not receive any instruction for evacuation. 

Besides, if there is a presetting for an automatic data evacuation, it proceeds 
unconditionally to the step 611. 

Step 611: There begins evacuation through the wireless communication unit 
707 to other information-processing devices, of the important data determined 
based on additional information such as priority information and range 
information pre-set by the user among the data stored in the memory 704 and the 
secondary storage device 705. 

In this embodiment here, a priority level is added to an individual file as the 
priority information according to, for instance, newness of a time stamp of the file, 
if file system is used for the data management system of the PC base unit. In 
addition, a range information is added to, for example, a certain file or every file 
in a certain directory. 

Step 612: A status of the transmission is observed in this step 612. 

If the evacuation is unable to be initiated, or when the transmission is 
interrupted in the midst of the evacuation in the step 611, there proceeds to step 
614. In an instance, in which a condition of the radio communication is checked 
and if the other information-processing devices, or the destination devices, are 
located outside of the communication range, there proceeds to the step 614. 

Step 613: There proceeds to the step 614 when the evacuation is completed, 
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or goes back to the step 612 if the evacuation is still in progress. 

Steps 614 and 615: In the step 614, a confirmation is made as to whether or 
not the instructions for deletion of the important data have arrived from the remote 
controller 702. When the PC base unit 701 receives the instructions for deletion 
of the important data via the wireless communication unit 706, it proceeds to the 
step 615 to execute deletion of the important data. 

In addition, it also proceeds to the step 615 in the same manner even if it does 
not receive the instructions for deletion, if it is programmed with a setting for 
deletion of the data automatically. 

There are other possible ways to constitute the radio communications 
between the PC base unit 701 of this exemplary embodiment and the other 
information-processing devices used for the data evacuation destinations, 
including direct communications, communications via an access point, and 
communications via a wireless public network. For the check of transmission 
status in the step 612, it is suitable to use a condition that a location of the access 
point is outside of the communication range in the case of communications via the 
access point, or that it is outside of a base station of the wireless public network in 
case of communications via the wireless public network. Furthermore, it may be 
possible to make any configuration via wireless means or transmission cables for 
connections between the access point and the other information-processing 
devices in the case of using the access point, and connections between the other 
information-processing devices and the wireless public network when using the 
wireless public network. 

In the foregoing first through third exemplary embodiments, although the 
GPS is employed for acquisition of the locational information, other methods of 
finding locations are also acceptable as alternatives, such as cellular phones and 
PHS's that update locations with respect to base stations. 
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Moreover, although the acceleration sensor, the vibration sensor, and the 
inclination sensor are used, other configuration may be adoptable using any one or 
two sensors among them. With the present invention, as has been described in 
detail, there allows judgement of a situation of the portable information- 
processing device even if it is stolen, thereby realizing protection of 
confidentiality by evacuating data and deleting the data as much as possible. 
Furthermore, in the case of a wireless display PC, a device having a wireless 
remote controller, and the like, of which the device's base unit is operated from a 
remote location, there also realizes protection of confidentiality by evacuating data 
and deleting the data as much as possible, even if the base unit is stolen. 



